
Keeping FocusKeeping Focus

With so much informationWith so much information

Hard to keep eyes on the targetHard to keep eyes on the target



Lost?  You’re not alone

• E-Sign & UETA ambiguous on Technology
– If no technology specification, what are we to do?
– Multiple solutions popping up

• based on un-tested technology

– No specifics in law leads to Courts charting course

• State Signature Law guides Agencies, but
– Digital Signature Technology is expensive
– Infrastructure does not exist
– Thus the question: Cost Effective?



Keeping the eye on the Target

• So much ambiguity

hard to predict the target

• That’s where the Secretary of State is focusing
– responsibility for rules and procedures by law (41-121)
– trying to maintain technology agnostic approach
– trying to ensure legal backing

• Definition of our target:

Interoperability



The Structure of Electronic Signatures

• Based on ‘Digital Signature’ roles and responsibility
– Policy

– Issuance of Technology
– Subscriber Party

– Repository Control for access & maintenance

– Relying Party

• Don’t confuse ‘Certificate Policy’ with Digital
Signature technology - focus on the word “policy”
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• Structure of Infrastructure
Electronic Signatures

    (41-132 - unique to person; reliable verification; linked to record)
Rule

 governing “electronic signing process”
 developing Policy
 identifying technology
Acceptable Technologies

Digital Signatures

Pretty Good Privacy (pending)

Personal Identification Numbers (pending)

Maintaining Interoperability by Policy



Creating something of Infra “Structure”

Electronic Signatures
with/by State Agencies

DS
PGP

PIN

Multi-State
Reciprocity

Evaluate Risk:
   Monetary
   Reputation
   Productivity

DS
    Basic
    Medium
    High

PGP
    Basic
    Medium
    High

PIN
    Basic
    Medium
    High

The “Certificate Policy” is the “Contract and Specification”

Operating Parameters

Roles & Responsibilities

Boiler Plate Language



Interoperability is a map

Secretary of State becomes the focal point of mapping
the “Signing Process” in the State

Communities of Interest resolve to a “CP”…

Communities may not “rely” on other communities

Communities could “traverse” the map
Interoperability is at least “policy level”

DS
    Basic
    Medium
    High

PGP
    Basic
    Medium
    High

PIN
    Basic
    Medium
    High

DOR

ADOT
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SPO

ADOT



As mentioned - we’re not the only ones



Arizona

Basic

Medium

High



Arizona Communities Grow

Basic

Medium

High



Communities Cross Jurisdictions



Infrastructure takes Shape



Summary

• Begin with Process Re-engineering
– We’re all novices at this e-gov game
– No definite leaders… yet

• Review needs for ‘intent’
– achieve objectives by using risk assessment

• Associate with a “signing process”
– Point to a ‘Certificate Policy’ for Technology
– Share your “use” with Secretary of State

• In end, repository of “signing processes” at SOS
– Promotes Interoperability within state and abroad
– Becomes inherently best practices - reduces your work


